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INCIDENT ANALYSIS

1.7 TECHNICAL ANALYSIS

An attacker targeted Thorchain Bifrost component through ETH Router con-
tract. The observation of an attack began on the 22.07.2021 - 21:42 GMT
+3. TheArchitect observed transaction which shows unintended behaviour.

An attacker created contract which is available on the https://etherscan.
io/address/0x700196e226283671a3de6704ebcdb37a76658805. After the decom-
pilation of the contract, It has been observed that an attacker created
a function which is interacting with Thorchain ETH Router.

1 else:

2 require ext_code.size (0@
xc145990e84155416144c532e31f89b840@ca8c2ce)

3 static call @xc145990e84155416144c532e31f89b840ca8c2ce .0
x3b6a673 with:

4 gas gas_remaining wei

5 args @0xf56chbad49337a624e94042e325ad6bc864436e370, addr

(_paraml)

6 if not ext_call.success:

7 revert with ext_call.return_datal[@ len return_data.size]

8 require return_data.size >= 32

9 require ext_call.return_data == ext_call.return_datalo]

10 if ext_call.return_data and 9 > -1 / ext_call.return_data




INCIDENT ANALYSIS

[0]:

11 revert with 'NH{q', 17
12 stor1 = addr(_paraml)
13 stor2 = 9 * ext_call.return_data / 10

During the transactions, the following addresses are seen in the trans-
actions.

1 @xc145990e84155416144c532e31f89b840ca8c2ce router,

2 0xf56chbad49337a624e94042e325ad6bc864436e370 vault,

3 0x700196e226283671a3de6704ebcdb37a76658805 attack contract,

4 0x8c1944fac705ef172f21f905b5523ae260f76d62 attack wallet (spawned
from Tornado Cash)

According to an analysis of the transactions, the attacker tried to send
invalid memo field to Thorchain Bifrost component.

-= Transaction
©28C5AEAB708BAAA1CB833A364F1C093542171E66065FFFF1766759DA1E7B730

oY HASH [ LaBEL

@ Transfer refunded: invalid tx type: undefined

&) 4668950765BD2D8A9C981DCB55BBDE..  » [l 028CSAEAB708BAAA1CB833A364F1C0..
200 ETH.USDC - OXAGB... (® 145.83257 ETH.USDC-0XAB...
0x8c1944. ..76d62 B — 0xf56cba...6e370 B 0xf56cba...6e370 B — 0x8c1944...76d62 B2
Type Errored tx Observed PubKey
[refund | © 4668950765BD2D8A9C981DCB55BBDES1305... thorpubladdwnpepqdr4386mnkqyqzpqlydtato..
Gas fee Date Block
’ 0.00271416 7/22/2021, 10:17:04 PM (about 15 hours .. #12878017

Memo(s)
undefined

Transactions to THORChain pass user-intent with the MEMO field on the
chains which contain custom user input. The THORChain inspects the trans-
action object, as well as the MEMO in order to process the transaction,
so care must be taken to ensure the MEMO and the transaction is valid.
If not, THORChain will automatically refund. Reference


https://docs.thorchain.org/developers/transaction-memos
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-- Transaction
774BA93E6FDOSFFB8E7CA2EAB813BOE7CD830203E36EEF3B558AA7F32144E47A6

COPY HASH L LABEL /*

@ Transfer refunded: invalid tx type: Disable until audits are complete

[ 9c95B8D79779CO80EOFFASD1D378A6..  » [l 774BA93E6FDOSFFBE7CA2EABB13BIE...

& 56,124.49913 ETH. SUSHI -X6B... & 56,104.00742 ETH. SUSHI -OX6B..
0x8c1944. ..76d62 B2 — OxfS56cba. ..6e370 & Oxf56cba...6e370 B — 0x8c1944...76d62 &

Type Errored tx Observed PubKey

[ refund | o 9C95B8D79779CO8OEOFFAID1D378A693AEE... thorpubladdwnpepqdr4386mnkqyqzpqlydtate..
Gas fee Date Block
0 0.00497154 7/23/2621, 12:42:19 AM (about 13 hours .. #12878653

[ O)
Disable until audits are complete

Halborn Team noticed that the initial entry point was ETH contract.
However, a hacker claimed that it is possible to steal other type coins
too. As an conclusion, a hacker was right and It is possible to refund
other type coins too.
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1.2 ATTACK STEPS

The network was halted during the attack, Refunds and LP withdrawals are
still allowed. The attack can be named as Lack of proper multi-event
handling. The hacker targeted a refund logic. The simple attack steps

can be seen below.

®* The attacker created fake router (Contract Address), than a deposit
event emitted when the attacker sent ETH.

®* The attacker passes returnVaultAssets() with a small amount of ETH,
but the router is defined as an Asgard vault.

® On the Thorchain Router, its forwarding ETH to created fake Asgard.
® This creates a fake deposit event with a malicious memo.

®* Thorchain Bifrost intercepts as a normal deposit and refunds to an
attacker due to a bad memo definition.


https://etherscan.io/address/0x700196e226283671a3de6704ebcdb37a76658805
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1.3 ECONOMICAL OBSERVATIONS

Impact (~$8M USD)
966.62 ALCX
20,866,664.53 XRUNE
1,672,794.010 USDC
56,104 SUSHI

6.91 YEARN

990,137.46 USDT


https://etherscan.io/tx/0x5e50184e0d68f0ff34d9c49107d684bc8d057ca6dae514c0769736814808282d
https://etherscan.io/tx/0xce958939ba23771d0a0b80532c463b4cbbb175f4d14c08d9d27dd251f68a5da1
https://etherscan.io/tx/0x8515ce6b174ba31a849ff420650720d42cc4c72d4929adf856343e7395bd2512
https://etherscan.io/tx/0x774ba93e6fd05ff8e7ca2eab813b9e7cd830203e36eef3b558aa7f32144e47a6
https://etherscan.io/tx/0x67a5e251527b2d8081c9b640f7f65d18ec861190f617ec6c5b156307855e0932
https://etherscan.io/tx/0xc567aa4ccd59f3eb1c6476c4245b7002474e4df521a59fbcaffb53b8be4cc974

INCIDENT ANALYSIS

.4 TRANSACTIONS

Contract Address
Transaction 1
Transaction 2
Transaction 3
Transaction 4
Transaction 5
Transaction 6

Last Transaction By An Attacker


https://etherscan.io/address/0x700196e226283671a3de6704ebcdb37a76658805
https://etherscan.io/tx/0x10352e6ec052771a92f05f93e037e066873f64bb502d4488726697987f054595
https://etherscan.io/tx/0x1c6ef4d5122f1287085097ac37df076d43f389bfc62a1bdfcd3163254b5fe94a
https://etherscan.io/tx/0x0b39a878f1bf3daa78be149222dd8e5fa3e37b54d0451872b3d7a2cbf7f070e2
https://etherscan.io/tx/0x01f38f17ba838b54350f8e2a2bd54fcdd9cf3c45fa1d2a735f5311507671be9e
https://etherscan.io/tx/0xa89d90f300fed8d1d987dec86d0d628f31ffd2d8aefdd857ad90151084531d4c
https://etherscan.io/tx/0x9db403ad39d3fe78de378af0b49f03d244326662f7fee230db87d12a624f564b
https://etherscan.io/address/0xd95e6eab231b9f3afa24c31c7050bd84c2982072#tokentxns

INCIDENT ANALYSIS

1.5 ATTACKER MEMOS

During the analysis of the incident, Halborn also noticed that messages
were left in the memo indicating that further funds could have been
withdrawn than the ~$8M USD currently liquidated. Several transactions

made by the attacker include:

Could have taken ETH, BTC, LYC, BNB, and BEP20s if waited Wanted to

teach lesson minimizing damage.

Transaction Multiple Chain Memo

[ refund | Q 2E9611F4B3A4729005A00653197B7F26211... thorpubladdwnpepqdr4386mnkqyqzpqlydtate..

Gas fee Date Block
. 0.00497875 7/23/2021, 12:42:19 AM (18 minutes ago) #12878653

Could have taken ETH, BTC, LYC, BNB, and BEP20s if waited Wanted to teach lesson minimizing damage

One transaction memo states that only 10% of the total value that could
have been extracted was actually stolen. This indicates that the risk
persists, and remediation should be made to prevent further loss.

Transaction %10 VAR

@ Input Data: ~
udll#ig®in#iN®]tleey “IDM=, ¢c/*]* (16% VAR bounty would have prevented this

Another message is added eluding to THORchain to perform further auditing
of their code, indicating that the attacker seems to be trying to teach
a lesson to the development team. As of July, THORChain is actively
participating in several audits, and security improvements are being
made by multiple firms.

Transaction Audit Memo

10


https://etherscan.io/tx/0x9db403ad39d3fe78de378af0b49f03d244326662f7fee230db87d12a624f564b
https://etherscan.io/tx/0x01f38f17ba838b54350f8e2a2bd54fcdd9cf3c45fa1d2a735f5311507671be9e
https://etherscan.io/tx/0x1c6ef4d5122f1287085097ac37df076d43f389bfc62a1bdfcd3163254b5fe94a
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@ Input Data:

uo1l#|0Al]wl[u] as¢ blal=l[sA=(uln]c [#lAudits are not a nice to have

11
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1.6 FIXES

The Bifrost component is configured according to parse transaction
which is only emitted from THORChain Router. Commit
Multiple Events are rejected in the one transaction. Commit

Halborn Team proposes the following recommendations.

The Router contract should have pause/unpause functionality on the
unintended behaviours. Implement a mechanism that can temporarily

stop the critical functionalities.

The white-listing mechanism should implement on the every Bifrost

component events.
Enable Automatic Solvency Checker on the ETH transactions.

Only Router emitted events should parse from the component therefore
an attacker surface will minimized with this action.

When smart contracts are deployed into the Ethereum blockchain, they
are immutable and therefore, not upgradable. In the white-listing
progress, router should be placed behind the proxy.

Implement a policy for tracking new bugs.

The monitoring should be added into the components. This component
should monitor activity using the events.

Documentation should define all trust boundaries in the components.
All counter-measure mechanisms should be defined on the attack vec-
tors.

12


https://gitlab.com/thorchain/thornode/-/merge_requests/1828/diffs?commit_id=1eaf4c9a7865a2864eec7296f6a7ed18f884a238
https://gitlab.com/thorchain/thornode/-/merge_requests/1829/diffs?commit_id=e5461625ca8195aeca440c60d225fe9de431bf77

THANK YOU FOR CHOOSING
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