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1.7 INTRODUCTION

The Reef team engaged Halborn to conduct a security assessment on
their smart contracts that implement the protocol on the Ethereum
blockchain. Reef is a decentralized, non-custodial protocol;
assets are controlled by the users themselves and not stored on
the platform. Reef empowers the users to keep storage of their
own private keys and cryptocurrency assets, while working in the
background akin to a DeFi Operating System, optimizing yield for
the users without compromising security. The security assessment
was scoped to the smart contract ReefBalancer, ReefBasket,
ReeflLiquidityBond, ReefMooniswapV1, ReefToken, ReefUniswap and
ReefVaultsBasket. An audit of the security risk and implications
regarding the changes introduced by the development team at Reef
Protocol prior to its production release shortly following the

assessments deadline.

Overall, the smart contract code is extremely well documented,
follows a high-quality software development standard, contains
many utilities and automation scripts to support continuous
deployment / testing / integration, and does NOT contain any
obvious exploitation vectors that Halborn was able to leverage

within the timeframe of testing allotted.

Though the outcome of this security audit is satisfactory; due to
time and resource constraints, only testing and verification of

essential properties were performed to achieve objectives and
deliverables set in the scope. It is important to remark the use
of the best practices for secure smart contract development.
Halborn recommends performing further testing to validate
extended safety and correctness in context to the whole set of
contracts. External threats, such as economic attacks, oracle

attacks, and inter-contract functions and calls should be

TEST APPROACH & METHODOLOGY



EXECUTIVE SUMMARY

Halborn performed a combination of manual and automated security

testing to balance efficiency, timeliness, practicality, and

accuracy in regard to the scope of the smart contract audit. While

manual testing is recommended to uncover flaws in logic, process,

and implementation; automated testing techniques help enhance

coverage of smart contracts and can quickly identify items that do

not follow security best practices. The following phases and

associated tools were used throughout the term of the

audit:Research into architecture, purpose, and use of Governance

Token.

Research into architecture and purpose

Smart Contract manual code read and walkthrough -
Graphing out functionality and contract
logic/connectivity/functions (solgraph)

Manual Assessment of use and safety for the critical
solidity variables and functions in scope to identify any
arithmetic related vulnerability classes.

Scanning of solidity files for vulnerabilities, security
hotspots, or bugs. (MythX)

Static Analysis of security for scoped contract, and
imported functions. (Slither)

Testnet deployment (Truffle, Ganache, Infura)

Smart Contract Fuzzing and dynamic state exploitation
(Echidna) Symbolic Execution / EVM bytecode security

assessment (limited time)

1.2 SCOPE

IN-SCOPE:

ReefBalancer.sol
ReefBasket.sol
ReeflLiquidityBond. sol
ReefMooniswapV1.sol
ReefToken.sol
ReefUniswap.sol

ReefVaultsBasket.sol



Commit ID: 45579c600e9bd49b4d0a0c495f158535c98ee691

OUT-OF -SCOPE :
e ReefFarming.sol
e ReefStaking.sol
e External contracts, External Oracles, other smart

contracts in the repository or imported by Reef protocol

contracts, economic attacks

2. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL HIGH MEDIUM LOW

0 0 0 3
SECURITY ANALYSIS RISK LEVEL
MISSING REENTRANCY PROTECTION 0
USE OF BLOCK.TIMESTAMP 0

IGNORE RETURN VALUES

TAUTOLOGY EXPRESSIONS

STATIC ANALYSIS 0

ERC CONFORMAL CHECKER




FINDINGS &
TECH DETAILS




FINDINGS & TECH DETAILS

3.1 MISSING REENTRANCY PROTECTION
- LOW

Description

To protect against cross-function reentrancy attacks, it may be
necessary to use a mutex. By using this lock, an attacker can no
longer exploit the “withdraw” function with a recursive call.
OpenZeppelin has it’s own mutex implementation called
ReentrancyGuard which provides a modifier to any function called
“nonReentrant” that guards the function with a mutex against the

Reentrancy attacks.

In ReeflLiquidityBond.sol contract, functions like withdraw() and
getReward() are missing nonReentrant guard. Though, these methods
are implemented following checks-effects-interactions pattern only.
But in longer term it is better to use “nonReentrant” guard to

avoid unfortunate event in future due to code changes.

Code Location

ReeflLiquidityBond. sol

(https://github.com/reef-defi/reef-
protocol/blob/45579c600e9bd49b4d0a0c495f158535¢c98ee691/contracts/ReeflLiqui
dityBond.sol#L145)

ReeflLiquidityBond. sol

(https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0a0c495f158535c98ee691/contracts/ReefLiqu
dityBond.sol#L157)

3.2 USE OF BLOCK.TIMESTAMP - LOW

Description:
Block timestamps have historically been used for a variety of
applications, such as entropy for random numbers, locking funds

for periods of time and various state-changing conditional
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statements that are time-dependent. Miner's have the ability to
adjust timestamps slightly which can prove to be quite dangerous
if block timestamps are used incorrectly in smart contracts.

block.timestamp or its alias now can be manipulated by miners if

they have some incentive to do so.

Recommendation:

Avoid relying on block.timestamp

Code Location:

Many instances in ReeflLiquidityBond.sol(https://github.com/reef-
defi/reef-
protocol/blob/45579¢c600e9bd49b4d0adc495f158535¢c98ee691/contracts/R
eeflLiquidityBond.sol) contract on line number - 85, 86, 87, 102,
131, 132, 139, 140, 147, 158, 168, 169, 172

3.3 IGNORE RETURN VALUES -

Description:

The return value of an external call is not stored in a local or
state variable. In contracts ReefBasket.sol, ReefBalancer.sol,
ReefMooniswapV1.sol and ReefVaultsBasket.sol there are few
instances where external methods are being called and return

value(bool or uint) are being ignored.

Recommendation:
Add return value check to avoid unexpected crash of the contract.
Return value check will help in handling the exceptions better

way .

Code Locatioin:

ReefBasket.sol: Ignoring boolean return value
(https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0a0c495f158535c98ee691/contracts/ReefBa
sket.sol#L636)
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533 .mul{_percent)

634 Ldiv(1e);
635
| 836 | IERCZ@{availableBaskets[_basketIndex].balancerPools[b].poolAddress)
637 .approve{address{ReefBalancer), disinvestAmount);
638
639 A/ TODO: figure out slippage
648 uint256 balancerTokens = ReefBalancer.disinvestFromBalancerPool(

ReefBasket.sol: Ignoring wint return value

(https://qgithub.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0a0c4951158535c98ee691/contracts/ReefBa

sket.sol#L.719)

717 /7 Check if we restake into the ETH/protocolToken pool

718~ if (shouldRestake) {
ReefUniswap._investIntoUniswapPool(

720 address(@),

721 wethTokenAddress,

722 protocolTokenAddress,

723 msg.sender,

724 profit.mul(yieldRatio).div(10@)

725 bR

726 } else {

ReefBalancer.sol: Ignoring boolean return value

(https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0adc495f158535¢c98ee691/contracts/R
eefBalancer.sol#L250)

248 require(returnedTokens »>= _minTokensRec, "High slippage");
249
| 250 IERCZB(_ToTokenContractAddress).transfer(
251 _toWhomToIssue,
252 returnedTokens
253 pH

(https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0a0c495f158535¢c98¢ee691/contracts/R
eefBalancer.sol#L408)

406 uint256 tokensZTrade
407 ) internal returns (uint256 tokenBought) {
. 408 IERC2@(_FromTokenContractAddress).approve(
409 addressCuniswapRouter),
418 tokensZ2Trade
411 3;
417

ReefMooniswapV1.sol: Ignoring boolean return values

(https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0adc495f158535¢c98ee691/contracts/R
eefMooniswapV1.sol#L45)

(https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0a0c495f158535¢c98¢ee691/contracts/R
eefMooniswapV1.sol#L65)
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‘ '
1
i
2

fairSupply = pool.deposit{value: halfAmount}(
amounts,
minAmounts

by

} else {

Cuint256 token@Bought, uint256 tokenlBought) = ReefUniswap.exchangeTokensVZ(
_FromTokenContractAddress,
address(ercTokens[@]),
address(ercTokens[1]),

_amount
by

amounts[@] = token@Bought;
amounts[1] = tokenlBought;

3I3$898ﬂ83$$ﬂ3&?&%3%$£ﬁ$6t

ReefMooniswapV1.sol: Ignoring uint return values
(https://github.com/reef-defi/reef-
protocol/blob/45579c600e9bd49b4d0adc495f158535¢c98ee691/contracts/R

eefMooniswapV1.sol#L86)

(https://github.com/reef-defi/reef-
protocol/blob/45579c600e9bd49b4d0a0c495f158535¢c98ee691/contracts/R

eefMooniswapV1.sol#L91)

85w if (token@Balance > @) {
86
v7 R O e
88 }
89
90~ if (tokenlBalance > @) {
91
o e R R
93 }

(https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0a0c495f158535¢c98ee691/contracts/R

eefMooniswapV1.sol#L121)
118
119+ for (uint i = @; i < tokenReturns.length; i++) {
if (lercTokens[i].1isSETH())

ReefVaultsBasket.sol: Ignoring uint return value
(https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0adc495f158535¢c98ee691/contracts/R

eefVaultsBasket.sol#L406)
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B R e 7 2}

404 /7 Check if we restake into the ETH/protocolToken pool
495 r if (shouldRestake) {

406 ReefUniswap._investIntoUniswapPool(

407 address(@),

408 wethTokenAddress,

409 protocolTokenAddress,

419 msg.sender,

411 profit.mul(yieldRatio).div(18@)

412 b E

413~ } else

3.4 TAUTOLOGY EXPRESSIONS -

Description:
In contracts ReefBasket.sol and ReefVaultsBasket.sol, tautology
expression has been detected. These expressions are of no use

since it will always returns true while using in any condition

Recommendation:

Correct these expressions

Code Location:
ReefBasket.sol: (https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0adc495f158535c98ee691/contracts

/ReefBasket.sol#L753)

Since _newpercentage variable is declared as type of uintl16, it

will always >=0

T

748 function setProtocolTokenDisinvestPercentage(uintlé _newFercentage)
749 public

758 onlyOwner

75l {

752 require(

753 _newPercentage »>= @ && _newPercentage < 100,
754 "_newPercentage must be between @ and 10@."
735 J;

756 protocolTokenDisinvestPercentoge = _newPercentage;
757 1

758

ReefVaultsBasket.sol: (https://github.com/reef-defi/reef-
protocol/blob/45579¢c600e9bd49b4d0a0c495f158535c98ee691/contracts

/ReefVaultsBasket.sol#L699)

Since _newpercentage variable is declared as type of uintl6, it

12
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will always >=0

WIS

694 function setProtocolTokenDisinvestPercentage(uintle _newPercentage)
695 public

696 onlyOwner

697 » {

698 requireC

699 _newPercentage »>= @ B& _newPercentage < 10@,

700 “_newPercentage must be between @ and 108."

701 J;

702 protocolTokenDisinvestPercentage = _newPercentage;

703 }

3.5 STATIC ANALYSIS - LOW

Description:

Slither and MythX has been run on all the scoped contracts
(ReefBalancer.sol, ReefBasket.sol, ReefMooniswapV1.sol,
ReefLiquidityBond.sol, ReefToken.sol, ReefUniswap.sol and
ReefVaultsBasket.sol)

INFO:Detectors:
ReefBalancer._performZapOut(address ,address,address,uint256,address,uint256) (contracts/ReefBalancer.sol#180-225) sends eth to arbitrary user
Dmgerous calls:
transfer ) (contracts/ReefBalancer.sol#213)
mf!csket _multilnvest(uint256(],uint256[] (¢ 1#365-393) sends eth to arbitrary user
Dangerous calls:
- (success) = msg.sender.call{value: address(this).balance}() (contracts/ReefBasket.sol#392)
ReefBasket.withdraw() (contracts/ReefBasket.sol#798-802) sends eth to arbitrary user

Dangerous calls:

- _to.transfer(contr ) (contr -sol#801)

SwapV1 swapPool (address,address ,uint256) (contracts/ReefMooniswapVl.sol#23-95) sends eth to arbitrary user

Dangerous calls:

- falrSupply = pool.deposit{value: halfAmount}(amounts,minAmounts) (mtrxts/ﬂeeﬂbmtm s01#50-53)
Reference: https://github.com/crytic/slither/wiki. ether-to-arbitrary ons
INFO:Detectors:

Reentrancy in ReefLiquidityBond.exit() 1quidt
External calls:
sender)) so1#153)
- returndata = address(token). fu\tﬁmll(dota SafeERC20: low-level call failed) ERC20. s01#69)
- 1pToken. safeTransfer(msg. sender, amount) (mmwfuqutmeylma sol#48)
- (success, returndata) = target.call{value: 1s/Address . s0l#119)
- getReward() ( SOL¥154)
- returndata = address(token). functionCall(data,SafeERC20: low-level call failed) eERC20. 501#69)
- (success,returndata) = target.call{value: C .s0l#119)
= reef. mﬁ‘rmfer(m sender , reward) ( fl s01#162)
Emml calls sending eth:
) s0l#153)
~ (success, rcmm) - target. col\(vulu- wvalue}(data) ( .s0l#119)
- getReward() ( 501#154)
~ (success, returndata) = torget.call{value: C 1s/Address . sol#119)
State variobles written after the call(s):
- ge ) € /Reef! sol#154)
ime = lostT able) sol#92)
- ge 0 501#154)
- rewardPerTokenStored = rewardPerToken() ( £l sol#91)
- ge 0 (e Sol#154)
- .sender] = © sol#161)
- ] = ear ) £l 501495
- ge d0) (e so1#154)
] - « 501496)
Reference: https: I/w\thb inerabilities
INFO:Detectors:
Un{ERCZ0. _toHex(bytes) perforns a on the result of a division:
-str{) ++] = bytesi(uintd(a + 48 + (a / 18) * 39)) (controcts/1ibraries/UnERC20.501098)
Un{ERC20. _toHex(bytes) perforns o on the result of o division:
~5trlj +4] = bytesi(uints(b + 48 + (b / 10) * 39)) (controcts/libraries/UniERC29.501#99)
Reforence:
INFO: Detectors:
Reentrancy in ReefBasket.disinvest(uint256,utnt256,utnt256,bool) (contracts/ReefBasket.sol#530-746):
External calls:

- (amountA, anount8) = 1 1
State variobles -1«-‘ .fur the call(s):

sender]
h-mw-q in ReefBasket lﬁluwut(uind!‘ UAnt256, ulnt256,bool) Ccontracts/ReefBasket, SOU4530-746):
Emmﬂ calls:
= oddress(9), scope_1)
State variables written after the call(s):
= sender] tokens[t] = sender) tokens[t] scope_1)

Reentrancy (n ReefBasket.disinvest(ulnt256,uint256,ulnt256,bool) (contracts/ReefBasket.sol#530-746):
External calls:

scope_2) 7)

- oddress(8), scope_2,1) 5019640

~646)
sun voriables -\tm after the coll(s):

ender] scope.2)

u-mrmq n ReefBasket. omms:mmus uint256, ulnt256,bool) (mmmxﬂmn 5014530-746) 1
Etarval calls:

sm- varigbles -—mm -rur the call(s):
scope.3] = sender] scope_3] scope.4)

sket. w\su ~685)
Reference: https://github.
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INFO:Detectors:
ReefBasket.

contains a tautology or contradiction:
- require(bool, string)(_newpercentage >= § & _newpercentage < 100, newbercentoge must be between § and 109.) (contracts/ReefBasket.sol#752-755)

Reference:
INFO:Detectors:
uint256) . maxEth .501#568) is o locol varicble never initialized
,oddress,address, oddress, uint256). 1#35) is o locel voriable never initialized
ReefBalancer. _getBestDecl(address ,utnt256, m) —'\‘ (cunms/h'fh\.nr sol#581) is @ local v-'lﬁll nlvlr initiolized
Uint256). restidue 1s @ local veriable never initialized
,0ddress, address, address, uint256). 'm 1s a local vericble never (niticlized
Reference: local
INFO:Detectors:
ReefBalancer._directZopout(oddress,address, oddress, uint256,uint256) (contracts/ReefBalancer.sol#235-254) ignores return volue by TERC20( transfer(
Balancer . sol#250-253)
address , address, uint256) 4 ignores return value by TERC20.
lancer . sol8408-411)
ReefBasket . disinvest(uint256,ulnt256,ulnt256,bool) (contracts/ReefBasket.sol#538-746) ignores return value by , distnves
‘tAmount_scope_2) (cont: ket . 501#636-637)
ReefBasket, disinvest(uint2se,ulnt256,uint256,bo0l) (contracts/Reefasket., so1#539-746) ignores return value by sender profit.milC
div(100))
address, uint2s6) 501#23:95) {gnores return velue by token 1#45-48)
address, ulnt256) 1#23-95) {gnores return value by 501965-68)
address, ulntzs6) 501#23-95) Lgnores return value by Cco
ntrocts/ReefMoont sapVl . s01#86-87)
oddress, uint256) 1#23-95) ignores return value by 5] o
ntracts/ReefMooni swapVl. sol#91-92)
address ,uint256) 1ignores return value by scope_0]), ‘tokenRet
urns[1_scope_@]) (controcts/ReefMooniswapVl.sol#121-123)
Reference:
INFO:Detectors:
ReefToken. _ﬁtmdwoint(ddnss,uintsz uimzss.mntzss) (contracts/ReefToken.sol#216-234) uses a dangerous strict equality:
>0 &% ] [nCh i - 1].fromBlock = blockNumber (contracts/ReefToken.sol#226)
Mcmu: httpl://g’lm.m/:rytidntthcrmlki gerous-strict-equalities
INFO:Detectors:
ReefBasket. Wint256). _omner 1#96) shadows <
- Ownable. _owner 1#19) (state varicble)
ReefBasket. Jint256). _omner <0l9115) shadows:
- Ownable._owner 501#19) (state variable)
ket. rint256) . _omner. L#131) shodows:

~ Ownable. _owner 9) (state varigble)
ket 1#150) :

AAnt256). _owner

- Oncble...ower 1#19) (state varicble)
Wlnt256). _omner #169) shadows:
nll ,ﬂ' 1#19) (state M-ll)
Reference: https://gt
INFO:Detectors:
ReefBalancer. _getlestDeal (address, uint256,0ddress) (contracts/Reefllalancer.sol#462-551) has external calls inside a loop: = address(9)
alancer. sol#509-512)
ReefBalancer. _getBestDeal (address, uint256,address) (contracts/ReefBalancer. sol#462-551) has external colls inside a loop: - path)[1] . 501#519-5
2)
ulnt256) . has external calls {nside a loop: = address0)
s019581-584)
hos external calls inside a loop: - spath)[1] 5
Refbasket. dislventCulntaSe, mm inesss ,bool) (contracts/ReefBasket. s01#530-746) has external calls inside @ loop:
Mm: 00p
INFO:Detectors:
Reentrancy n ReefSasket. (nvest(unt256,ulnt256,ulnt256) (contracts/ReefBasket.sol#395-528):

External call
- LPBought = t 1
State varlables written aftar the call(e);
sander] 3
Reentrancy in ReefSasket. um(wnm CAnt256, int256) Ccontracts,/ReefBasket .so1#395-528):
External call
token. scope_1)
sm- vartables sritten aftar the cali(o):
tokens(i_scope 6] = sender]. tokens[{_scope_0]
Reentrancy in ReefBasket. w—:(.nmm Uint256,uint256) (contracts/ReefBasket. so1#395-528):
External calls:
- balancerTokens = address(0). scope_3, minPool Tokens)
State variables written after the call(s):
2 sender]). (_scope.2] = ender] scope 7] 5 solea7
4-478)
Reentrancy in ReefBasket. _invest(uint256,uint256,uint256) (contracts/ReefBasket. so19395-528):
External call
- fairswply = scope.5)
State variables written after the call(s):
¥ sander] scope.4] = sender] scope 4] 19497~
se1)
Reference:
INFO: Detectars:
Reentrancy in exitQ) 5):
External calls:
= ——
- retumdata - address(token). funct onCalL(dota, oz tomeval call fatled) IC20/SafeERCZD. s0L#69)
pToksn.
 Couccess, returndata) - target ml{wlul Ls/Address. sal#119)
- gethmard() (contracts/ReefLiguidityBond. 3014154
- returndata - address(token) . functionCall(data, SofeERC20: low-level call failed) 20/5a7sERC29. 301#69)
- (success, returndata) = target..call{value: « 1s/Address. sal#119)
- reef. safeTransfer(nsq . sender, renard) Ccontracts/ReefLiquidityond.sol#162)
External calls sending eth:
- sender)) s019153)
- (success, returndata) - target.call {value: 2 Ls/Address. sal#129)
- getRemard() (controcts/ReefLiguidityBond. sol#154)
- (success, returndata) = tarpet..call{value: < Ls/Address. 50l#119)

Event emitted ofter the call(
- RewardPald(nsg. sender, reward) (contracts/ReefLiquiditylond. sole163)
- getRemard() (comtracts/ReefLiquidityfond. s018154)
Reentrancy in ReefLiguidityband. pethenandC) (mmwlummmmuu S01#157-165):
External calls:
- reef. safeTransfar(nsg, sender, reward) (contracts/ReefLiavidityBond, sol#162)

18163)

. sender address(this), amount) (contracts/ReefLiquiditylond. sal#174)
Event emitted after the call(s):
= 18175)

Reentrancy in Reefl
calls:

= soleian
- retumdata - odress(takan). AnctionCalL(dota, SofeERCan: Tow-level call fatled) token/ERCZ0/SafeERC20. S01463)
- 1pToken i 5 1436)
- (success, returndata) = target. a\\{mu « 1s/Address. sal #119)
External calls sending eth:
- super 19141)
- (success, returndata) = terget.call{volue: ¢ 1s/Address. sal#119)

Event emitted after the call(s):
- Stoked(msg, sender, amount) (mumm'mm«m,miuz}

Reentrancy in uint256)
External calls
B — 1 Le133)
- retumdata = odress(token). unctlenCal1dota, SofeENC29: ow-level call fatled) 14es)
- pToken. (this), amount) sol#4Z)
- (success, returndata) = target ﬂl\{nﬂut < Ls/Address. sal#119)
External calls sending eth;
- super. ¥, Gnount) 1#133)
- (success, returndata) = target.call{value: [2 Ls/Address. sol#119)
Event emitted after the call(
o et 010138
Reentrancy in @
External calls
- super. 3 14148
- returndata = : SafeEAC20: lon-level call failed) sol#69)

INFO: Detactars:
ownert) should be declored external:

- Canable. owner() 1635-37)
renounceOwnership() should be declored extarnal:

- Ownable. L854-57)
transferOunershipaddress) should be declared external:
- Dwnabl pL

L963-67)

Reference: https:s/github.
‘ReefToken. delegateBys1 g(oddress, uint2se, uintzse, ulnts, bytes3z, bytes3z) (controcts/ReefToken.50l82-123) uses timestawp for comparisons
Dangerous comparisons:
- requirebool, string)(row <= expiry,REEF: :delegateBySig: signature expired) (controcts/ReefToken.sol#121)

INFO: Detectors:
ReefToken. getChalnld() Ccontrocts/ReefToken. solN241-245) uses assembly

- INLINE ASM (contracts/ResfToken.soLI243)
Reference: 3 usage
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INFO:Detactors:

address, oddress, address, uint256) (controcts/Reefunt swap. sol¥28-115) uses timestamp for comparisons

Dangerous comarisans:
S pe, mta) @ sol#74)
- SafeMath. amounts) > 8 501#90)
- residue >

Ccontracts/Reeflni smap . so1#186)
oddress, oddress ,uintZs6) uses timestanp for conparisens

ey
\s210)

mrmlul(mmﬁmwmmm
address uint2SE) ( S i

Dangerous comparisans:
- require(uonl , string)(anount > @, Invalid anount) (contracts/ReefUnisnap. sol#317)
- require(bool ,string)(returnedimount > 8,Error in swap) (contracts/ReefUnismap. sol#365)

INFO:Detectors:
Address 15/Address . s01926-35) uses ossembly
- INLINE ASM (contracts/openreppelin/contracts/utils/Address. sol#33)

Address. _verifyC: bytes, string) Ls/Addres: uses assembly

- INLINE ASM 1s/Addres:
Reference: https://github ther wiki —

:Detectors:

Different versions of Solidity is used in :

- Vers 5 ", 0.6.240.8.0" .12']

-,

-

-

- .

Iy sal43)

e W)

- 1#3)

- >, ERCZ8/1ERCZ. 50143)

ey . 50183)

ey contracts/openzeppel n/contracts/uti1s/Address_sol3)

- > sol83)

- ",

-,

- 2.

)

- A,

- #0.6.12 Cinterfoc
Reference: nttps progma-
INFO:Detectors:
Progea version".6.12 .301#30) @ version too recent to be trusted. Consider deploying with
Pragna version*.6.12 1#13) @ version too recent to be trusted, Consider deploying with 0.6.
Progea version®d.6.12 1#16) a version too recent to be trusted, Consider deploying with 9.6.11
Pragea vers{on.6.12 1410) @ version t0o recent to be trusted. Consider deploying with 9.6.11
Progaa versiond.6.12 s0145) @ version too recent to be trusted. Consider deploying with 0.6,11

ex
o144) @ version too recent to be trusted. (a-i-rw\q\n'-tmliu

Progo version®d.,12

Progec vorsion®d.6.12 (interfoces/I8foctory.sol#3) necessitates o version too recent to be trusted. Consider deploying wi

Progna versiond,6.12 (interfoces/I8Pool..s0l#1) necessitates o version too recent to be trusted. Consider deploying m

Pragea version’d, « @ version too recent to be trusted. Consider deploying wi

Progea version\d.6.12 191) @ version too recent to be trusted. Consider deploying with
Pragea version'd..12 - s0l91) @ version too recent to be trusted. Consider deploying with
Progag version®®.6.12 (! . 50143) a version too recent to be trusted. Consider deploylng with
Pragna versis 12 ( . sol81) @ version too recent to be trusted. M“"ﬂ\'l"‘ﬂﬁ!.‘u
501c-9.6.12 15 not recomended for deploynent

Reference: ty

INFO: Detectors:

Low Level call {n Reeflasket. ult{Inest( uint256) (contracts/ReefBasket . s0L¥365-393):

uint256() , uint256(]
(success) = msg.sender.call{value: address(this).balance}() (controcts/ReefBasket.s01#4392)
Low hv-l call in ReefBasket.disinvest(uint256,uint256,, u\mm hﬂ\) (contracts/ReefBasket . ulu”‘)
sendar.

- (success) = msg.
Low level call in mlnm uniSymbol (1ERC20) (mmttmwm SOL#47-84):

 Csuccess, dota) » 1652-54)

- (success,dato) = m(‘m Mmlll’! M(‘l encodelii thSignature(SYMBOL())) (contrects/1ibraries/UniERC29. s01956-58)

Low level call in Addres:

- (success) = recipient. call{value: -nn)o Pty
Low Level call in Address. bytes, ulnt2s6, string)

S = target, sol#119)
Low level call in Addres: bytes, string)

- = target. 19143
Low level call in Addres: bytes,string)

-G - target. 9167
Low Tevel m\\ in oddrass, uint256) (i . 501#4-17):

5,data) = 1 abt to,value)) .501#10-12)

Low ot calt 4n address, uint256) (

- (success,data) = token.call(abi to,value)) . 501925-27)
Low level call in address, address, ULnt256) ( s 9

- (success,data) = token, call(abi from, to, value)) . $01041-43)
INFO:Detectors:

address, oddress, uint2s6, uint256). .501#64) {5 not in mixedCase
T Reafalancer. {nvest IntodalancerPool (oddress, ddress,cddress, ulTR2S6, uint25e). 501#65) {5 not in mixedCase
At256, uint256). 501#66) 15 not in mixedCase
m—w ReefBaloncer. tmummml(mu.um.m uint256,uint256), amount. (contracts/ReefSalancer, -uv) is not in mixedcase
s, 0ddress, ulnt2S6, uint2s6), 501968) 15 not n mixedCase

m address, oddress, uint256, ulnt256). .5019133) is not in mixedCase
, s address address, ule256,uint256), ~501#134) i3 not in mixedCase
Parameter 7 address. oddress uint256,uint256). .501#135) {5 not in mixedCase
Paraseter address, oddress, uimt256 wint256), .501#136) is rot in mixedCase
Soccitor 7 address  oddress, ulnt256,uint256). .501#137) {5 not in mixedCase
rondza ulnt256, oddress). 501#297) 15 not in mixedCase
Paraseter ReefBalancer. getTokendi?T(address, uint256, address). IncomingeR. (controcts/Reefolancer . 50lA238) {3 ot n mixedCase
Parameter 256, address)._FroaToken .501#299) {s not {n
Constant $01037-40) i not in
Constont .501441-43) 13 not {n UPPE S
Constant 501#44-46) 15 not {n UPPER_CASE_NITH UNDERSCORE:
Constont . 501#48-43) 15 ot in UPPER_CASE_WITH_UNDERSCORES.
Constant . deadline .501#51-52) (s not (n UPPER_CASE_WITH UNDERSCORES
Paranstar Rasflidkat U1ntZ56). owner 501#96) {s not {n mixedCase
Parameter ReefBasket. 1ANt256). 501996) is not n mixedCase
Paraneter ReefBasket uint256)._owner 18115) 15 not in mixedCase
Paraneter ReefBasket.bol uint256) 1#115) 13 not in mixedCase
Parameter ReefBasket, balance0f8alancerPool s(address, uint256). .ownar (contracts/ReefBasket.s0l#131) is not {n mixedCase
Paraneter int256) L#131) s not in mixedCase
Parometer ReefBasket uint256). _owner 19150) {s not in mixedCase
Parameter ReefBasket. uint256) L#1S8) is not in mixedCase
Parometer ReefBosket.(nvestedAmountInBasket(oddress,ulnt256). omner (controcts/ReefBasket.sol#169) is not in mixedCase
Parameter ReefBasket. A\ nt256) 01#169) {3 not in mixedCase
Paraneter ReefBasket. 501#177) is not in mixedCase
Parometer ResfBasket. 1#199) is not in
Parameter ReefBasket 18217) 15 not in mixedCase
Paraneter ReefBasket. 5014239) {5 ot in mixedCase
Parometer ReefBasket ), utnts(]). name 14262) {s not in mixedCase

10263) 13 not in mixedCase
2018264) {3 not in mixedCase

Parometer ReefBasket. ._tokens (contracts/ReefBasket, 501#265) is not in mixedCase
Parameter ReefBasket. createBasket(string, O 1#266) i3 rot in mixedCase
Parameter ReefBasket 1#267) s rot in mixedCase
Porameter ReefBasket ). L9268 15 not in mixedCase
Parameter ReefBosket ). 1#269) (s not in mixedCase
Porameter ReefBasket. ! uints(]). L#279) s not (n mixedCase
Paraneter ReefBosket. {nvest(ulnt256(],uint256(] ,uint2 ixecCase

Poroneter ReefBasket. invest(ulnt2S60),uintZ56(),uint256). weights (contracts/Reefasket. w\m) h not in -\-nu
et ReefBasket. invest(uint256],uint2560] ,uint256). #360) 15 not in mixedCase

Porameter ReefBosket.disinvest(uint256,uint256,uint256,bool). basketIndex (contracts/ReefSasket. u\ﬁ!l) 1is not in mixedCase
Sareustar Reafion ok M alinastint 36, WA, uistEvG, back); percant Coomtructe/Svatbumtint. SSSD) s st I alsadcose

Paraneter ReefBasket. 0256, Uit 256, bool) 501#533) {5 not in mixedCase
Parameter ReefBasket. tage S0L8748) {s not in mixedCase
Parameter ReefBasket 14759) 13 not in mixedCase
Paraneter ReefBasket. 501#766) 15 not in mixedCase
Paraneter ReefBasket. X#779) s not in mixedCase
Paraneter AeefBasket. CTERC2) 14787) is not in mixedCase
Parameter oddress, uint256). 1424) is not in mixedCase
address, ulnt256) . anount 501626) is not in
Parameter 0ddress, ulnt256) 1998) (s not in mixedCase
m—m- oddress,uint256). _anount 5019100) {s rot in mixedCase
address, uint256). 501#190) {5 not in mixedCase

m ReefUni swap. exchangeTokensV2(oddress, srvimsgreandg ulmmx_vdmmlvm (contracts/ReefUniswap.sol#191) (s not in mixedCose
nt256). 1#192) is not in mixedCase
oddress, address, ulnt256). _amount. 12193) is not in mixedCase
m Ronttiot ey, onfsupfromkaCmisnss, aiemes) fromToken (contracts/ReefUniswap.sol#238) is not in mixedCase
>.

‘toToken 1#238) (s not in mixedCase
m ReefUni snap . swopf romV2(address ml Mm)A.fﬂ-'ﬂ-I (contracts/ReefUnismap. sol#306) 1s not (n mixedCase
uint256). 501#307) is not in mixedCase
m 501#16) 15 not in UPPER_CASE_WITH_UNDERSCORES
Constant 1#17) is not in S
Constant. 1#19-21) s not in UPPER_CASE_WITH_UNDERSCORES
Constant 1#23-25) s not in UPPER_CASE_WITH_UNDERSCORES
Function WETHO) .501#8) is not in mixedCase
Reference: y-naming:
INFO:Detectors:
es() 8 uses literals with too mony digits:

- deodline = 501#51-52)
Reference: ¥ y
INFO:Detectors:
ReefBosket. 1#86) should be constant
Reference:
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INFO:Detectars:
investintoBalncerPaol Coddress, oddress  address, utnk256,uint256) shauld be declared external:
, address, oddress, uint256,uint256) (contracts/ReefBalancer. sol#63-122)
mimu-wmm\(wmu address, oddress, uint256,uint256) should be declared external
,oddress, oddress, uint256,uint256) (contracts/ReefBalancer. sol #132-168)
umumm\-mmn uintzse) should be declared external:
,ulnt256) (; s6l996-113)

mmmuﬂmm uint256) should be declared external:

- Reefiasket.bal uint256) 1#115-129)
balancedfBalancerFos! sCaddress, wint256) should be declared external:
- ReefBasket. ,ulntZ56)

nmuﬁuntmumm,wmsﬂ should be ne:u-u‘ external :

&7
\Wmmw uint256) should be T

Fhasket uint256) #169-175)
mmlmmmm«imm should be declared external:
ReefBasket

sal#177-197)
mlmmm7mu\m) should be declared externol:

et .getavailableBasketTokens(uint8) (contracts/ReefBasket.sal#193-215)
mml-lnmmmhmm) should be declored external:

———t \#217-237)
m\.ummunm\:(mmm) should be declared external:
- ReefBasket. getivailableBasketioont swapPool s(uint256) (contracts/Reeflasket.sol#239-250)
ereatebasketstrirg, address 711, uintSC] odiress D), ulati[), adress ], ulntAC], addvess ], AntOLT) shoild be declored extamal
ReefBasket . createBasket(string, address[7] ], uint8[] , cddress ], uint8(] , eddress ], uint8[] address[],uint8[]) (contracts/ReefBasket.sol261-148)
|mnu:u\muu \Wint2Z56[],uint256) should be declared external :
ReefBasket . invest(uint2560],uint2560] ,uint256) (contracts/ReefBasket . sol#357-363)
alslmest(ulm uLNZS6,uint256,b001) should be declared external :
ReefBasket disimvest(uint2s6,uimt256, vint256,bool) (contracts/ReefBasket 3510530-745)
setProvocalTokendi sirwestPercentage(int16) should be declared external:
- ResfBasket . setProtocol TokenDisimvests )
setProtaco] Tokenkddress(address) should be declored external
- ReefBasket "
mm-lmummmm) Tt o el
- ReefBasket . setMiningl Investment (uintZ56) (controcts/ReefBasket . sol4766-768)
m:nun-drmmm.zm ‘should be du\mq external:
Reefiasl 56) -776)
lmwmxsm should be md:md external:
- CIERCZ0) Ceontra L 1]
hmlmmud.heo should be declared external:

ke i L TS
- Reefaasket.withdra() (contracts/ReefBasket. sol#798-802)
{nvest TntaboontsuapPos] Caddress, adaress ulnkZ56) should be declared external:
,address, u{nt?56) (contracts/ReefoonismapVl. sal423-35)
diimvestrosoom sncpPoo Caddress, address, int256) should be declared externdl:
ReafMooni smaph1.disives tF rosboont smapPool (address. address, ulnt25€) (contracts/ReefMooni smapVl. 5ol #97-126)
mmmm should be declored externol:

190) 1#54-57)
mm;m(mmm should be declared external:

) ¢ 101963-67)
Reference: lm:u J'fll\m m-/smmxuwm

MythX:

Report for ReefliguidityBond.sol
https://dashboard.mythx. io/#/console/analyses/7c4d3874-0a38-4123-afd5-888ef1bb511a

Line | SWC Title Severity Short Description
129 | (SWC-000) Unknown | Medium Function could be marked as external.
137 | (SWC-00@) Unknown | Medium Function could be marked as external.

Report for contracts/ReefBasket.sol
https://dashboard.mythx.io/#/console/analyses/bbcc2c25-9360-4b2d- 84e4-cd1d389529¢c4

Line | SNC Title Severity Short Description
13 | (SWC-1@03) Floating Pragma Low A floating pragma is set.
15 | (SWC-123) Requirement Violation Low Requirement violation.
392 | (SWC-131) Presence of unused variables Low Unused local variable “success".
788 | (SWC-123) Requirement Violation Low Requirement violation.
801 | (SWC-134) Message call with hardcoded gas amount | Low Call with hardcoded gas amount.

Report for contracts/Reefliniswap.sol
https://dashboard.mythx. io/#/console/analyses/bbcc2c25-9360-4b2d-84e4-cd1d389529c4

Line | SNC Title Severity Short Description

146 | (SWC-131) Presence of unused variables | Low Unused local variable "_wethToken".

Report for contracts/libraries/UniERC20.sol
https://dashboard.mythx.io/#/console/analyses/bbcc2c25-9360-4b2d-84e4-cd1d389529c4

Line | SWC Title Severity Short Description
26 | (SNC-134) Message call with hardcoded gas amount | Low Call with hardcoded gas amount.
39 | (SNC-134) Message call with hardcoded gas amount | Low Call with hardcoded gas amount.
52 | (SWC-134) Message call with hardcoded gas amount | Low Call with hardcoded gas amount.
56 | (SWC-134) Message call with hardcoded gas amount | Low Call with hardcoded gas amount.
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Report for ReefToken.sol

https://dashboard. mythx. i ‘anal, -455cb4634323
Line | SWC Title Severity Short Description
2 | (SWC-103) Floating Pragma Low A floating pragma is set.

12 | (SWC-202) Unknown Medium Function could be marked as external.

95 | (SWC-128) DoS With Block Gas Limit Low 1ally data passed to builtin.

121 | (SWC-116) Timestamp Dependence Low A control flow decision is made based on The block.timestamp environment variable.
151 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low A control flow decision is made bosed on The block.number environment variable.
151 | (SWC-120) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.mumber” as source of randonmness.

17@ | (SWC-128) DoS With Block Gas Limit Low Loop over unbounded data structure.

224 | (SWC-128) Weak Sources of Randomness from Chain Attributes | Low Potential use of "block.number" as source of randonmness.

3.6 ERC CONFORMAL CHECKER -
INFORMATIONAL

Description:
Another Slither tool can test ERC token functions. Thus slither-check-

erc was performed over ReefToken:

# Check ReefToken

## Check functions
[+] totalSupply() is present
[+] totalSupply() -> () (correct return value)
[+] totalSupply() is view
[+] balanceOf(address) is present
[+] balanceOf(address) -> () (correct return value)
[+] balanceOf(address) is view
[+] transfer{address,uint256) is present
[+] transfer(address,uint256) -> () (correct return value)
[+] Transfer(address,address,uint256) is emitted
[+] transferFrom{address,address,uint256) is present
[+] transferFrom(address,address,uint256) -> () (correct return value)
[+]1 Transfer(address,address,uint256) is emitted
[+] approve(address,uint256) is present
[] approve(address,uint256) -> () (correct return value)
[+] Approval(address,address,uint256) is emitted
[+] allowance{address,address) is present
[v] allowance(address,address) -> () (correct return value)
[+] allowance(address,address) is view
[+] name() is present
[+] name() -> () (correct return walue)
[+] name() is wview
[+] symbol() is present
[+] symbol{) -> () (correct return wvalue)
[] symbol() is view
[+] decimals() is present
[+] decimals() -> () (correct return value)
[+] decimals() is view

## Check events

[+] Transfer{address,address,uint2Z56) is present
[+] parameter @ is indexed
[+] parameter 1 is indexed

[+] Approval(address,address,uint256) is present
[+] parameter @ is indexed
[v] parameter 1 is indexed

[+] ReefToken has increaseAllowance(address,uint256)

Result: All tests are successfully passed.
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