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Nexo Token (NEXO) Security Audit

Nexo Token (NEXO) security audit, conducted by the Callisto Network
Security Department in June 2019.

 

Nexo (NEXO) Specificities

 

 

 

Audit Request


Audit Top 200 CoinMarketCap tokens.

Symbol      : NEXO

Name        : NEXO

Nexo is the most advanced and trusted instant crypto lending provider on a global scale, servicing 40+

currencies across more than 200 jurisdictions.

https://callisto.network/


https://nexo.io/ (https://nexo.io/)

Source Code:

https://github.com/nexofinance/NEXO-Token/blob/master/contracts/NexoToken.sol

(https://github.com/nexofinance/NEXO-Token/blob/master/contracts/NexoToken.sol)

Disclosure polic:

info@nexo.io (mailto:info@nexo.io)

Platform:

ETH.

Number of lines:

164.

 

Nexo Token (NEXO) Smart Contract Security Audit Report

Are Your Funds Safe?

 

1. In scope

Сommit hash 3571169b3365adfc92c5bd743cc75b5184a2172a.

NexoToken.sol (https://github.com/nexofinance/NEXO-

Token/blob/master/contracts/NexoToken.sol).

2. Findings

In total, 3 issues were reported including:

1 low severity issues.

1 note.

1 owner privileges (the ability of an owner to manipulate contract, may be risky for investors).

No critical security issues were found.

2.1. Known vulnerabilities of ERC-20 token

Severity: low.

Description:

It is possible to double withdrawal attack. More details here

(https://docs.google.com/document/d/1YLPtQxZu1UAvO9cZ1O2RPXBbT0mooh4DYKjA_jp-RLM/edit).



https://nexo.io/
https://github.com/nexofinance/NEXO-Token/blob/master/contracts/NexoToken.sol
mailto:info@nexo.io
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2.2. Owner privileges

Severity: owner privileges.

Description:

Owner allows himself to call  transferFrom  function from investors, community and advisers address, so

there is risk to investors, that owner will transfer this tokens to another address.

Code snippet:

https://github.com/nexofinance/NEXO-Token/blob/master/contracts/NexoToken.sol#L103

(https://github.com/nexofinance/NEXO-Token/blob/master/contracts/NexoToken.sol#L103)

2.3. Address is not correct

Severity: note.

Description:

Don’t forget to change addresses before deploy contract.

Code snippet:

https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L31

(https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L31)

https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L42

(https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L42)

https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L57

(https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L57)

https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L75

(https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L75)

https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L92

(https://github.com/nexofinance/NEXO-

Token/blob/3571169b3365adfc92c5bd743cc75b5184a2172a/contracts/NexoToken.sol#L92)

3. Conclusion

The audited smart contract can be deployed. Only low severity issues were found during the audit.


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4. Revealing audit reports

https://gist.github.com/yuriy77k/2bf5ef25e14b3c8fe974092f082e73ef

(https://gist.github.com/yuriy77k/2bf5ef25e14b3c8fe974092f082e73ef)

https://gist.github.com/yuriy77k/35cb280c011e56ae697b72d5dd0c379e

(https://gist.github.com/yuriy77k/35cb280c011e56ae697b72d5dd0c379e)

https://gist.github.com/yuriy77k/c8775b71c10309e21c343bd1400f965c

(https://gist.github.com/yuriy77k/c8775b71c10309e21c343bd1400f965c)

Appendix
Smart Contract Audits by Callisto Network. (https://callisto.network/smart-contract-audit/)

Miscellaneous

Why Audit Smart Contracts? (https://callisto.network/why-audit-smart-contracts/)

Our Most Popular Audit Reports. (https://callisto.network/security-audits/)

Trust the Blockchain, Audit the Smart Contracts.

Follow Callisto’s Security Department on Twitter (https://twitter.com/Callisto_Audits) to get our latest news and

updates!

Published on October 2, 2020
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Callisto Network LTD

71-75 Shelton Street


London, Greater London


United Kingdom, WC2H 9JQ

Join Our Community

 (https://t.me/CallistoNet) 
(https://twitter.com/CallistoSupport)
(http://reddit.com/r/CallistoCrypto)
(https://www.youtube.com/channel/UC1WMae32v_eJ8qOtLQq

  (https://www.instagram.com/callisto.network/) 

  (https://www.facebook.com/callistonetwork) 

  (https://www.linkedin.com/company/callisto-

network/)   (https://t.co/DAWunSR1tm)

Resources

FAQ (https://callisto.network/faq/)

Timeline (https://callisto.network/timeline/)

Airdrop (https://callisto.network/callisto-airdrop/)

Community Guidelines

(https://callisto.network/community-guidelines/)

Callisto

Partners (https://callisto.network/partners/)

Our GitHub repositories

(https://github.com/EthereumCommonwealth)

Media Kit

(https://github.com/EthereumCommonwealth/Callisto-

Media-Kit)

Contact us (https://callisto.network/contact-us/)

Want to sell your CLO coins OTC?

(mailto:vladimir.vencalek@invictussolutions.cz)
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