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1.1 INTRODUCTION

BENQI Finance engaged Halborn to conduct a security assessment on their

Smart contracts beginning on May 3rd, 2021 and ending May 23rd, 2021.

The security assessment was scoped to the BENQI Finance and an audit of

the security risk and implications regarding the changes introduced by

the development team at BENQI Finance prior to its production release

shortly following the assessments deadline.

Though this security audit’s outcome is satisfactory, the most essential

aspects were tested and verified to achieve objectives and deliverable

set in the scope due to time and resource constraints. It is essential to

note the use of the best practices for secure smart-contract development.

Halborn recommends performing further testing to validate extended safety

and correctness in context to the whole set of contracts. External

threats, such as economic attacks, oracle attacks, and inter-contract

functions and calls should be validated for expected logic and state.
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1.2 AUDIT SUMMARY

The team at Halborn was provided two weeks for the engagement and assigned

one full time security engineer to audit the security of the smart

contracts. The engineers is a blockchain and smart contract security

experts with advanced penetration testing, smart-contract hacking, and

deep knowledge of multiple blockchain protocols.

The purpose of this audit to achieve the following:

• Ensure that smart contract functions as intended.

• Identify potential security issues with the smart contracts.

In summary, Halborn identified few security risks, and recommends per-

forming further testing to validate extended safety and correctness in

context to the whole set of contracts. External threats, such as economic

attacks, oracle attacks, and inter-contract functions and calls should

be validated for expected logic and state.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing

to balance efficiency, timeliness, practicality, and accuracy in regard to

the scope of the smart contract audit. While manual testing is recommended

to uncover flaws in logic, process,and implementation; automated testing

techniques help enhance coverage of smart contracts and can quickly

identify items that do not follow security best practices. The following

phases and associated tools were used throughout the term of the audit:

• Research into architecture and purpose.

• Smart Contract manual code review and walkthrough.

• Graphing out functionality and contract logic/connectivity/functions

(solgraph.)
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• Manual Assessment of use and safety for the critical Solidity vari-

ables and functions in scope to identify any arithmetic related

vulnerability classes (Hardhat and manual deployments on Ganache.)

• Manual testing with custom Javascript.

• Static Analysis of security for scoped contract, and imported func-

tions (Slither.)

• Scanning of solidity files for vulnerabilities, security hotspots

or bugs (MythX.)

• Testnet deployment (Remix IDE.)

RISK METHODOLOGY:

Vulnerabilities or issues observed by Halborn are ranked based on the

risk assessment methodology by measuring the LIKELIHOOD of a security in-

cident, and the IMPACT should an incident occur. This framework works for

communicating the characteristics and impacts of technology vulnerabili-

ties. It’s quantitative model ensures repeatable and accurate measurement

while enabling users to see the underlying vulnerability characteristics

that was used to generate the Risk scores. For every vulnerability, a

risk level will be calculated on a scale of 5 to 1 with 5 being the

highest likelihood or impact.

RISK SCALE - LIKELIHOOD

5 - Almost certain an incident will occur.

4 - High probability of an incident occurring.

3 - Potential of a security incident in the long term.

2 - Low probability of an incident occurring.

1 - Very unlikely issue will cause an incident.

RISK SCALE - IMPACT

5 - May cause devastating and unrecoverable impact or loss.

4 - May cause a significant level of impact or loss.

3 - May cause a partial impact or loss to many.

2 - May cause temporary impact or loss.

1 - May cause minimal or un-noticeable impact.
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The risk level is then calculated using a sum of these two values, creating

a value of 10 to 1 with 10 being the highest level of security risk.

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

10 - CRITICAL

9 - 8 - HIGH

7 - 6 - MEDIUM

5 - 4 - LOW

3 - 1 - VERY LOW AND INFORMATIONAL
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1.4 SCOPE

IN-SCOPE:

The security assessment was scoped to the smart contracts:

• BaseJumpRateModelV2.sol

• CarefulMath.sol

• ComptrollerInterface.sol

• Comptroller.sol

• ComptrollerStorage.sol

• DAIInterestRateModelV3.sol

• EIP20Interface.sol

• EIP20NonStandardInterface.sol

• ErrorReporter.sol

• ExponentialNoError.sol

• Exponential.sol

• InterestRateModel.sol

• JumpRateModel.sol

• JumpRateModelV2.sol

• LegacyInterestRateModel.sol

• LegacyJumpRateModelV2.sol

• Maximillion.sol

• PriceOracle.sol

• QiAvax.sol

• QiErc20Delegate.sol
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• QiErc20Delegator.sol

• QiErc20Immutable.sol

• QiErc20.sol

• QiQiLikeDelegate.sol

• QiTokenInterfaces.sol

• QiToken.sol

• Reservoir.sol

• SafeMath.sol

• Timelock.sol

• Unitroller.sol

• WhitePaperInterestRateModel.sol

• Chainlink/AggregatorV2V3Interface.sol

• Chainlink/BenqiChainlinkOracle.sol

• Governance/Benqi.sol

• Governance/GovernorAlpha.sol

• Lens/BenqiLens.sol

Commit ID: b94b5fde3f4ac03a6d73a1308854ae493eaa722a

OUT-OF-SCOPE:

- ComptrollerG1.sol

- ComptrollerG2.sol

- ComptrollerG3.sol

- ComptrollerG4.sol

- ComptrollerG5.sol

- ComptrollerG6.sol

- SimplePriceOracle.sol

- QiDaiDelegate.sol
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2. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL HIGH MEDIUM LOW INFORMATIONAL

0 0 1 5 2

IM
PA
CT

LIKELIHOOD

(HAL-03)
(HAL-04)
(HAL-05)
(HAL-06)

(HAL-01)

(HAL-02)

(HAL-08) (HAL-07)
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SECURITY ANALYSIS RISK LEVEL REMEDIATION DATE

MISSING PAYMENT AMOUNT CHECK Medium ACCEPTED RISK

MISSING ADDRESS VALIDATION Low SOLVED: 06/14/2021

USAGE OF BLOCK.TIMESTAMP Low NOT APPLICABLE

OUTDATED PRAGMA VERSION Low SOLVED: 06/14/2021

FLOATING PRAGMA Low SOLVED: 06/14/2021

USAGE OF INLINE ASSEMBLY Low ACCEPTED RISK

WRONG DIVISION ON INTEREST RATE
MODEL

Informational SOLVED: 06/14/2021

LACK OF INPUT VALIDATION Informational SOLVED: 06/14/2021

STATIC ANALYSIS - -
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3.1 (HAL-01) MISSING PAYMENT AMOUNT
CHECK - MEDIUM

Description:

The BENQI Finance protocol includes some financial functions such as

borrow, liquidate, transfer, etc. Attackers could use these functions

with large amounts in Flash-Loan or similar financial attacks. Other

DeFi platforms (The DAO, Spartan, and others) were hacked, and attackers

stole a significant amount of funds. We observed during the test that

there are no restrictions on large transfers.

Code Location:

Comptroller.sol Lines #330-363

Figure 1: Missing Payment Amount Check - Comptroller
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Comptroller.sol Lines #463-493

Figure 2: Missing Payment Amount Check - Comptroller

Comptroller.sol Lines #595-612

Figure 3: Missing Payment Amount Check - Comptroller

Recommendation:

It is recommended to implement a mechanism which controls payment amount.
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Remediation Plan:

Accepted Risk: It was not considered appropriate to limit users in

transactions.
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3.2 (HAL-02) MISSING ADDRESS
VALIDATION - LOW

Description:

A few contracts in the BENQI project are missing a safety check inside

the constructors. The address-type parameter setter should include a

zero-address test; otherwise, the contract’s functionality may become

inaccessible or tokens burnt forever.

Code Location:

Timelock.sol

Figure 4: Missing Address Validation - Timelock

Reservoir.sol

Figure 5: Missing Address Validation - Reservoir
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Benqi.sol

Figure 6: Missing Address Validation - Benqi

Risk Level:

Likelihood - 2

Impact - 2

19

FI
ND

IN
GS

&
TE

CH
DE

TA
IL

S



Recommendation:

It would be safer to perform additional validation before assigning

user-supplied values on contracts. Usage of a whitelist method or a

modifier could solve the issue.

For example:

Listing 1

1 modifier validAddress(address addr) {

2 require(addr != address (0), "Address cannot be 0x0");

3 require(addr != address(this), "Address cannot be contract

address");

4 _;

5 }

Remediation Plan:

Solved: BENQI Finance team implemented necessary controls on the address

checks.
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3.3 (HAL-03) USAGE OF
BLOCK.TIMESTAMP - LOW

Description:

The contracts Timelock.sol, Comptroller.sol, ComptrollerG1.sol,

Reservoir.sol and GovernorAlpha.sol use block.timestamp. The global

variable block.timestamp does not necessarily hold the current time, and

may not be accurate. Miners can influence the value of block.timestamp

to perform Maximal Extractable Value (MEV) attacks. There is no

guarantee that the value is correct, only that it is higher than the

previous block’s timestamp.

Code Location:

Timelock.sol

Figure 7: Usage of block.timestamp - Timelock

Comptroller.sol

Figure 8: Usage of block.timestamp - Comptroller

21

FI
ND

IN
GS

&
TE

CH
DE

TA
IL

S



Reservoir.sol

Figure 9: Usage of block.timestamp - Reservoir

GovernorAlpha.sol

Figure 10: Usage of block.timestamp - GovernorAlpha

Risk Level:

Likelihood - 1

Impact - 3

Recommendation:

Use block.number instead of block.timestamp to reduce the risk of MEV

attacks. If possible, use an oracle.

Remediation Plan:

Not Applicable: The timestamp keyword has been used intentionally. It

is not necessary to change the contract given the risk. The consensus

protocols of the Avalanche chain will prevent this attack.
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3.4 (HAL-04) PRAGMA VERSION - LOW

Description:

In the Benqi contracts use pragma version 0.5.16. The latest pragma

version is (0.8.3) was released in April 2021. Many pragma versions have

been released, going from version 0.6.x to the recently released version

0.8.x. in just 6 months.

Code Location:

QiToken.sol Line #1

Figure 11: Pragma Version - QiToken

Risk Level:

Likelihood - 1

Impact - 3
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Recommendation:

In the Solidity Github repository, there is a json file listing the bugs

reported for each compiler version. No bugs have been found in > 0.7.3

versions and very few in 0.7.0 -- 0.7.3. The latest stable version is

pragma 0.6.12. Furthermore, pragma 0.6.12 is widely used by Solidity

developers and has been extensively tested in many security audits. We

recommend using at minimum the latest stable version.

Reference: https://github.com/ethereum/solidity/blob/develop/docs/

bugs_by_version.json

Remediation Plan:

Solved: The BENQI Finance team fixed this issue by setting the pragma

version to 0.5.17 which is one of the stable releases.
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3.5 (HAL-05) FLOATING PRAGMA - LOW

Benqi contracts use the floating pragma ^0.5.12. Contracts should be

deployed with the same compiler version and flags that they have been

tested with thoroughly. Locking the pragma helps to ensure that contracts

do not accidentally get deployed using another pragma, for example, either

an outdated pragma version that might introduce bugs that affect the

contract system negatively or a recently released pragma version which

has not been extensively tested.

Reference: ConsenSys Diligence - Lock pragmas

Code Location:

QiToken.sol Line #1

• This is an example when we can find the use of floating pragma

^0.5.12.

Risk Level:

Likelihood - 1

Impact - 3
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Recommendation:

Lock the pragma version whenever possible and avoid using a floating

pragma in the final deployment. The pragma can be locked in the code by

removing the caret (ˆ) and by specifying the exact version in the Truffle

configuration file truffle-config.js or hardhat.config.js if using the

HardHat framework.

Remediation Plan:

Solved: The BENQI Finance team solved the issue by locking the pragma on

the contracts.
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3.6 (HAL-06) USAGE OF INLINE
ASSEMBLY - LOW

Description:

Inline assembly is a way to access the Virtual Machine at a low level.

This discards several important safety features in Solidity.

Benqi.sol Line #297

QiErc20.sol Lines #158-170

QiErc20Delegator.sol Lines #449-453
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Unitroller.sol Lines #139-146

Risk Level:

Likelihood - 1

Impact - 3

Recommendation:

The contracts should avoid using inline assembly because it interacts

with the AVM (Avalanche Virtual Machine) at a low level. An attacker

could bypass many essential safety features of Solidity.

Remediation Plan:

Accepted Risk: The contracts require inline assembly, and the risk is

acceptable.
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3.7 (HAL-07) INCORRECT DIVISION ON
WHITEPAPER INTEREST RATE MODEL -
INFORMATIONAL

Description:

In the WhitePaperInterestRateModel.sol contract, there is an incorrect

division operation. According to comments in the contract, the interest

rate is raised by 1e18. Some functions multiply user-controlled values

by 1e18. However, the constructor doesn’t have this multiplication

operation. The timestampsPerYear variable is defined as 31536000.When the

contract is deployed, to set “200” as the baseRatePerTimestamp variable,

the deployer must use 200 * 31536000 for the baseRatePerYear variable.

If the deployer sets the baseRatePerYear variable to “200”, then the

contract will execute the following code to calculate baseRatePerTimestamp

variable:

Listing 2

1 1. baseRatePerTimestamp = baseRatePerYear.div(timestampsPerYear);

2 2. baseRatePerTimestamp = 200. div (31536000);

3 3. baseRatePerTimestamp = 0
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Code Location:

WhitePaperInterestRateModel.sol Line #19-41

Figure 12: Incorrect Division on Interest Rate Model

Risk Level:

Likelihood - 2

Impact - 1

Recommendation:

Multiply the baseRatePerYear and multiplierPerYear variables as a mantissa

value raised by 1e18 power before division. Otherwise, the result will

be zero.

Remediation Plan:

Solved: The BENQI Finance team solved this issue by adding new

multiplication and division operations to the related functions.
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3.8 (HAL-08) LACK OF INPUT
VALIDATION - INFORMATIONAL

Description:

In the GovernorAlpha.sol contract, The description parameter can be left

empty by the function.

Code Location:

GovernanceAlpha.sol Line #142

Figure 13: Lack Of Input Validation

Risk Level:

Likelihood - 1

Impact - 1

Recommendation:

The contract should implement validation on the user controlled inputs

which should be performed using a require statement.
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Remediation Plan:

Solved: The BENQI Finance team fixed this issue by implementing input

validation to the contract.
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3.9 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance coverage of certain

areas of the scoped contract. Among the tools used was Slither, a Solidity

static analysis framework. After Halborn verified all the contracts in

the repository and was able to compile them correctly into their abi

and binary formats, Slither was run on the all-scoped contracts. This

tool can statically verify mathematical relationships between Solidity

variables to detect invalid or inconsistent usage of the contracts’ APIs

across the entire codebase.

Results:

Comptroller.sol
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CarefulMath.sol

Chainlink/BenqiChainlinkOracle.sol
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BaseJumpRateModelV2.sol

Governance/Benqi.sol
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Governance/GovernorAlpha.sol

Maxmillion.sol
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PriceOracle.sol

QiAvax.sol
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QiToken.sol

QiErc20Delegator.sol
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Timelock.sol

Unitroller.sol
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WhitePaperInterestModel.sol

According to the test results, most of the findings found by slither were

considered as false positives. Relevant findings were reviewed by the

auditors.
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3.10 AUTOMATED SECURITY SCAN

Description:

Halborn used automated security scanners to assist with detection of

well-known security issues, and to identify low-hanging fruit on the

targets for this engagement. Among the tools used was MythX, a security

analysis service for Ethereum smart contracts. MythX performed a scan

on the testers machine and sent the compiled results to the analyzers

to locate any vulnerabilities. Only security-related findings were

considered as in-scope.
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Results:

Comptroller.sol
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CarefulMath.sol

Chainlink/BenqiChainlinkOracle.sol

BaseJumpRateModelV2.sol

Governance/Benqi.sol
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Governance/GovernorAlpha.sol

Maxmillion.sol

PriceOracle.sol

QiAvax.sol
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QiToken.sol

QiErc20Delegator.sol

Timelock.sol
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Unitroller.sol

WhitePaperInterestRateModel.sol
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THANK YOU FOR CHOOSING
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