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1.1 INTRODUCTION 
 

Base Protocol engaged Halborn to conduct a security assessment on 

their all smart contracts that implement the protocol on the 

Ethereum blockchain. Base Protocol is a decentralized elastic 

supply protocol for creating indices of other tokens. It 

maintains a price peg by adjusting supply directly to and from 

wallet holders based on a data feed generated by off-chain 

oracles. The security assessment was scoped to the contract 

BaseToken, BaseTokenMonetaryPolicy, BaseTokenOrchestrator, 

ERC20UpgradeSafe, ERC677Token, Greeter and an audit of the 

security risk and implications regarding the changes introduced 

by the development team at Base Protocol prior to its production 

release shortly following the assessments deadline. 

Overall, the smart contract code is extremely well documented, 

follows a high-quality software development standard, contains 

many utilities and automation scripts to support continuous 

deployment / testing / integration, and does NOT contain any 

obvious exploitation vectors that Halborn was able to leverage 

within the timeframe of testing allotted. 

Though the outcome of this security audit is satisfactory; due to 

time and resource constraints, only testing and verification of 

essential properties were performed to achieve objectives and 

deliverables set in the scope. It is important to remark the use 

of the best practices for secure smart contract development. 

Halborn recommends performing further testing to validate 

extended safety and correctness in context to the whole set of 

contracts. External threats, such as economic attacks, oracle 

attacks, and inter-contract functions and calls should be 

validated for expected logic and state. 
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1.2 TEST APPROACH & METHODOLOGY 
Halborn performed a combination of manual and automated security 

testing to balance efficiency, timeliness, practicality, and 

accuracy regarding the scope of the smart contract audit. While 

manual testing is recommended to uncover flaws in logic, process, 

and implementation; automated testing techniques help enhance 

coverage of smart contracts and can quickly identify items that do 

not follow security best practices. The following phases and 

associated tools were used throughout the term of the audit: 

• Research into architecture and purpose  

• Smart Contract manual code read and walkthrough  

• Graphing out functionality and contract 

logic/connectivity/functions (solgraph)  

• Manual Assessment of use and safety for the critical 

solidity variables and functions in scope to identify any 

arithmetic related vulnerability classes. 

• Scanning of solidity files for vulnerabilities, security 

hotspots, or bugs. (MythX)  

• Static Analysis of security for scoped contract, and 

imported functions. (Slither) 

• Testnet deployment (Truffle, Ganache, Infura) 

• Smart Contract Fuzzing and dynamic state exploitation 

(Echidna) Symbolic Execution / EVM bytecode security 

assessment (limited time) 

 

1.3 SCOPE 
 

Code related to:  

• BaseToken.sol  

• BaseTokenMonetaryPolicy.sol  

• BaseTokenOrchestrastor.sol  

• ERC20UpgradeSafe.sol  

• ERC677Token.sol  
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• Greeter.sol 

Specific commit of contract: Commit ID: 

cbbf4d8e1970e72df80b461358552c431296c6a2 

 

OUT-OF-SCOPE:  

External contracts, External Oracles, other smart contracts in 

the repository or imported by BASE protocol contracts, economic 

attacks 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2. ASSESSMENT SUMMARY & FINDINGS 
OVERVIEW 

 

CRITICAL HIGH MEDIUM LOW 

0 0 0 3 
 

SECURITY ANALYSIS RISK LEVEL 

USE OF TX.ORIGIN Low 

AVOID USING NOW Low 

STATE VARIABLE SHADOWING  Informational 

STATIC ANALYSIS Low 

AUTOMATED SECURITY SCAN RESULTS Informational 
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3.1 USE OF TX.ORIGIN – LOW 
 
Description 

BaseTokenOrchestrator.sol uses tx.origin so that rebase() function 

can be called by anybody. It is recommended that you use msg.sender 

instead of tx.origin because if a transaction is made to a 

malicious wallet, when you check it you will have the origin 

address and you will not be able to know the address of the 

malicious wallet. Nevertheless, the use of tx.origin is semi-

legitimized for recording who calls the contract most. Furthermore, 

tx.origin could be used to prevent an address from interacting with 

your contract because the owner of the address cannot use the 

contract as an intermediary to circumvent your blocking. Finally, 

it is important to remark that the use of tx.origin will be 

deprecated. 

 

Reference: 

https://consensys.net/blog/blockchain-development/solidity-best-

practices-for-smart-contract-security/ 

 

Code Location 

BaseTokenOrchestrator.sol Line #46  

 

Recommendation:  

It is recommended not to use tx.origin because a malicious wallet 

could receive funds and cannot be tracked. However, its use is 

semi-legitimate in some cases with caution. 

 

3.2. AVOID USING NOW - LOW 
 
Description:  

The use of “now” can be influenced by miners to some degree. 

Miners can manipulate “now” to exploit the contract. Here in 

BaseTokenMonetaryPolicy.sol contract, “now” is being used in 

inRebaseWindow() and rebase() methods. 
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Code Location: 
BaseTokenMonetaryPolicy.sol Lines #100-103 

 

BaseTokenMonetaryPolicy.sol Line #134 

 

BaseTokenMonetaryPolicy.sol Lines #257-258 

 

 

Recommendation:  

Avoid getting relied on use of “now” in require methods because it 

could be manipulated by miners. 

 
3.3 STATE VARIABLE SHADOWING - 
INFORMATIONAL 
Description:  

There are few state variables are getting shadowed by the child 

contract BaseToken.sol (_totalSupply variable) and 

ERC20UpgradeSafe.sol (__gap variable). 

 

Code Location: 

BaseToken.sol Line #144 

 

ERC20UpgradeSafe.sol Line #41 

 

ERC20UpgradeSafe.sol Line #317 

 

https://github.com/Base-Protocol/contracts-0.6.12/blob/cbbf4d8e1970e72df80b461358552c431296c6a2/contracts/BaseToken.sol#L144
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Recommendation:  

It is recommended to carefully review the variable storage design 

in the contracts to avoid possible ambiguities. 

 
3.4 STATIC ANALYSIS - LOW 
 

Halborn used automated testing techniques to enhance coverage of 

certain areas of the scoped contract. Among the tools used was 

Slither, a Solidity static analysis framework. After Halborn 

verified all the contracts in the repository and was able to 

compile them correctly into their abi and binary formats, 

Slither was run on all contracts (BaseToken.sol, 

BaseTokenMonetaryPolicy.sol, BaseTokenOrchestrator.sol, 

ERC20UpgradeSafe.sol, ERC677Token.sol and Greeter.sol). 
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3.5 AUTOMATED SECURITY SCAN - 
INFORMATIONAL 

 

Halborn used automated security scanners to assist with 

detection of well-known security issues, and to identify low-

hanging fruit on the targets for this engagement. Among the 

tools used was MythX, a security analysis service for Ethereum 

smart contracts. MythX performed a scan on the testers machine 

and sent the compiled results to the analyzers 

to locate any vulnerabilities. Security Detections are only in 

scope, and the analysis was pointed towards issues with 

BaseTokenOrchestrator.sol and ERC20UpgradeSafe.sol. 

 
 

MythX detected 0 High findings, 3 Medium, and 7 Low. 
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3.6 SOLGRAPH - INFORMATIONAL 

Solgraph is a tool to visualize an insight into the execution 

flow of a smart contract. In this way, it is possible to detect 

potential vulnerabilities through the flow of functions within a 

smart contract. 

 

BaseToken.sol  

 

 

BaseTokenMonetaryPolicy.sol  

 

 

BaseTokenOrchestrastor.sol  

 

 

ERC20UpgradeSafe.sol  
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Greeter.sol 
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